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ABSTRACT

or something the user is (e.g., a fingerprint [35], a palm
print [32], a voice sample [12], an iris pattern [5], which are
referred to as biometrics [3]).
Typically, authentication is performed once at the start of
each session. The purpose of a re-authentication system is
to continually monitor the user’s behavior during the session
to flag “anomalous” behavior. User re-authentication seeks
to guarantee that the current user is the authorized user.
In the absence of a user re-authentication process, a computer system may be susceptible to insider attacks. Specifically, an unauthorized user could access an account either
through initial authentication (e.g., by stealing a password)
or by simply exploiting an open account of an authorized
user who forgot to logout prior to leaving a computer station. Although hackers, viruses and other external hazards
receive considerable media attention, there is a significant
threat presented by insiders, who may be employees, temporary workers and/or consultants. According to the 2003
CSI/FBI Computer Security Survey, the theft of proprietary
information by insiders is once again the most costly form
of computer crime [43]. Indeed, a trusted user gone bad can
potentially compromise the security of an entire network.
In this paper we investigate whether the user’s mouse
movements provide an accurate model for the identification
of a user. We collected mouse data from eighteen users all
working with Internet Explorer. We applied a supervised
learning algorithm to determine whether we could discriminate users based on their mouse movements. Our results
show that for users that utilize the mouse we obtain a false
positive rate of 0.43% and a false negative rate of 1.75%.
These initial results indicate that data from the user’s mouse
movements provide a strong signal of normalcy.
The remainder of the paper is structured as follows: Section 2 discusses the related work. Section 3 introduces user
re-authentication via mouse movements and describes a supervised learning method for modeling user behavior. Section 4 presents an empirical evaluation of our approach. Section 5 discusses different ways for subverting intrusion detection via mouse movements and Section 6 summarizes and
discusses future research directions.

We present an approach to user re-authentication based on
the data collected from the computer’s mouse device. Our
underlying hypothesis is that one can successfully model
user behavior on the basis of user-invoked mouse movements. Our implemented system raises an alarm when the
current behavior of user X, deviates sufficiently from learned
“normal” behavior of user X. We apply a supervised learning method to discriminate among k users. Our empirical
results for eleven users show that we can differentiate these
individuals based on their mouse movement behavior with
a false positive rate of 0.43% and a false negative rate of
1.75%. Nevertheless, we point out that analyzing mouse
movements alone is not sufficient for a stand-alone user reauthentication system.

Categories and Subject Descriptors
K.6.5 [Computing Milieux]: MANAGEMENT OF COMPUTING AND INFORMATION SYSTEMSSecurity and ProtectionAuthentication, Physical security, Insurance, Unauthorized access

General Terms
Security, Human factors, Performance
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1.

INTRODUCTION

An integral part of any security policy is user authentication, which seeks to confirm the identity of a user for
the purpose of granting individual users access to their respective accounts. Authentication can be achieved by something the user knows (e.g., access passwords, PIN codes),
something the user owns (e.g., access tokens, ID badges, PC
cards, smart cards [17], wireless identification agents [20])

2. RELATED WORK
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Traditional authentication techniques can be employed for
re-authentication by periodically asking the user to authenticate via passwords, tokens and/or biometrics. However,
repeated authentication is disruptive to the user, expensive,
and often unreliable. Furthermore, it places the burden of
the system’s security on the end user and as such it is vul-
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nerable to identity theft and authentication replay attacks
[38].
Behavioral re-authentication systems were first introduced
by Denning in 1985 [7]. Within host-based intrusion detection systems (IDSs), a distinction can be made between
approaches that model human behavior directly versus indirectly. Examples of research that utilize human generated patterns directly include systems that model normal
behavior of a user’s command line input [4, 21, 26, 34, 36],
keystroke dynamics [28, 37] and mouse movements [14]. Examples of methods that could be applied to monitor a user’s
behavior indirectly include those that monitor system call
traces [6, 10, 15, 22, 41], audit logs [18, 23, 24, 42, 44], program execution traces [13, 19, 25, 27, 31, 39] and call-stack
data analysis [9].
In this paper we present a user re-authentication system
that builds a model of a user’s behavior directly from their
mouse movements. To our knowledge our work is the first
to present an accurate re-authentication system based on
mouse movements. Shavlik, et al, describe a set of potential
features (including mouse data) for profiling users via input
devices, but presented results only for keystroke dynamics
[37]. Note that the feature set proposed in [37] includes
counts of the number of hyperlinks clicked on by the user and
the number of scrolling events in a time period [14], whereas
our feature set models the mouse movement in addition to
mouse events (e.g., clicks). Our work is similar to [27, 8] in
that we apply supervised learning to detect anomalies, but
differs in the learning method employed and in the chosen
task of user re-authentication. Finally, similar to other userreauthentication methods (e.g., [21]), we apply a mean filter
over a window of observations to lower the false positive
rate.

3.

Figure 1: Data Set Hierarchy.

cursor each time that we detect that the mouse has moved.
We examine whether the mouse has moved every 100msec.
We set the time interval to be 100msec because we speculate that the time it takes human beings “to do things” is
measured in seconds or even minutes. Although 100msec
interval is a long time from a computer processor’s perspective, it is a relatively short time for a human, who may or
may not move a mouse even by a pixel in this period.
To extract features from the mouse movement data set, we
first compute the distance, angle, and speed between pairs of
data points. These pairs can either be consecutive or they
can be separated by k data points. We call the parameter
k the frequency. This parameter is customized for each user
and we discuss how it is selected in Section 4.3. After we
obtain our raw features, we extract their mean, standard
deviation and the third moment values over a window of N
data points.
In addition to the cursor movement data, we collect all
mouse generated events to obtain the mouse event data. We
record the time of each event. To extract features from the
event sequence data, we first group each user’s event sequence data into a hierarchical structure that contains all
data points at the top level. At the next level we split the
event data into mouse wheel movements, clicks and nonclient (NC) area mouse movements (the NC area is defined
to be the area of the application window where the menu
and toolbars are located).2 Finally we group the click data
into single and double click data (see Figure 1). Our assumption is that there is a strong detection signal for each
category of this hierarchical structure that can be used to
distinguish users. In otherwords, we want to extract statistics of different categories of events.
Similar to the cursor movement data we compute the dis-

USER RE-AUTHENTICATION VIA
MOUSE MOVEMENTS

In order to determine whether the current user’s behavior
is anomalous we must first build a model of normal behavior. Building the model requires an initial training phase,
during which the user’s mouse data is collected, model parameters are selected and a final model is produced. This
model is then used to continually monitor the trusted user’s
account. If the current behavior of a user deviates significantly from the model of normal behavior, the system flags
this behavior as anomalous and does one of two things: asks
the user to authenticate again or reports the anomaly to a
system administrator. Due to unavoidable gradual changes
in the user’s behavior over time, the profile should, ideally,
be updated with new training instances periodically. In this
section we describe each step of this process. We specifically
focus on the data collection and feature extraction process,
model construction, and finally how to use the constructed
model to detect anomalies in current behavior.

3.1 Data Collection and Feature Extraction
Modeling mouse-movement behavior of a user x on a machine y requires capturing both the cursor movement and
the mouse events (i.e., single and double clicks of either a
left, right or a middle mouse button, and the mouse wheel
movements). In order to profile a user’s behavior on a mouse
device,1 we record two-dimensional screen coordinates of a
1

unique mouse device because a single user’s behavior varies
depending on the type of device (e.g., touch pad, joy stick,
trackball).
2
Note that we do not collect the client area mouse movements because their rate of occurrence is high (approximately several hundred events per second); consequently,
these points would overwhelm the data set and furthermore,
the volume of the data set would become intractable.

Note that the model must be built for the user for each
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are not given the intruder’s profile a priori in order to detect
his/her presence. The difficulty with unsupervised anomaly
detection is that the false positive rate of such approaches
is often unacceptably high [1]. For user re-authentication
via mouse movements, the choice of supervised or unsupervised learning depends on the physical access control. In
this paper we chose to evaluate how well a supervised learning approach works in this domain because before we can
apply an unsupervised learning approach we wanted to determine whether users could be discriminated based on their
mouse movements. In Section 4 we describe our choice of
learning algorithm and how we apply it to learn a model for
a particular user. Future work will evaluate this hypothesis
for unsupervised learning scenarios.
Recall that our feature extraction process requires that
we specify the window size N and the frequency for each of
the categories of event data. In our approach we customize
these values for each user, by searching through parameter
space using a parameter selection data set that is separate
from the training data. In our experiments, we select the
values for the parameters that minimize the false positive
and false negative rate for the user for this data. Note that
rather than minimizing error rate, we could alternatively
optimize a cost-function of these two sources of error [22].
Finally, in our current approach, for each user we learn
a separate model of normal behavior for each application.
We conjecture that even the same user will have different
mouse behavior for different applications. For example, a
user may actively use the mouse in Internet Explorer but
may not when using Microsoft Word, because they have extensive knowledge of editing control commands, which are
often faster than their point and click versions. In future
work we will test this conjecture.

tance, angle and speed between pairs of data points A and
B, where B occurs after A – i.e., points A and B must be sequential, but need not be consecutive. Some mouse events,
for example mouse wheel movements, occur relatively frequently (approximately 25 events per second). In this case,
we may be interested in observing the user’s behavior between every ten mouse wheel data points, whereas for rare
events, such as double clicks, we may be interested in consecutive data points. Again, we refer to the chosen interval
between two sequential data points as the frequency. Note
that the ideal frequency will be category and user specific.
Identical to our procedure for the cursor movement data, we
compute the mean, standard deviation and the third moment values of the distance, angle and speed values over the
window of N data points.
Thus, in our model for each user, we have a set of adjustable parameters: the frequency for each category and
the window size. Note that the windows are non-overlapping
and that a window corresponds to a single extracted data
point in our profiling data. In other words, each observation
in a user’s behavioral profile is a summary over a window
of N mouse movements. Recall that there can be any number of event sequence data observations in a window of N
data points. In summary, the extracted features for each
observation in a user’s profile are:
1. For each event category in the mouse event hierarchy,
we count the number of observed events in the window.
This creates six features.
2. For each event category and for the cursor movement
data, we compute the mean, standard deviation and
third moment of the distance, angle and speed between
pairs of points. This creates 63 features.

3.3 Anomaly Detection

3. For each event category and for the cursor movement
data, we compute the mean, standard deviation and
third moment for the X and for the Y coordinates.
This gives a rough measure of the location of the events
for that window and the location of the cursor in that
window. This creates 42 features.

After we have built a model of normal behavior we can
apply this model to detect whether the current behavior is
normal or anomalous. To this end, we can apply the classifier constructed by the chosen supervised or unsupervised
learning algorithm to each data point in the current profile. Recall that individual data points are constructed from
a window of N data points. A simple detection scheme
would trigger an alarm each time a data point in the profile
is classified as anomalous. However this detection scheme
may yield an unacceptably high false positive rate (i.e., the
trusted user is falsely identified as an intruder).
A more conservative approach requires t alarms to occur
in m observations of the current user’s behavioral profile.
Consequently, we can apply a smoothing filter. If the classifier outputs a binary decision, then such a filter requires
specifying a window size of m data points and a threshold,
t ∈ [0, m] for each m. If > t anomalous data points are
observed in a window of m data points then an alarm is
raised. If the classifier outputs a confidence value in the
range [0,1.0], then we essentially have a mean filter, which
also requires a threshold t ∈ [0, 1.0]. Both the size of the
window m and the threshold t can be determined experimentally for each user with a parameter setting dataset.

3.2 Building a Model of Normal Behavior
The problem of user re-authentication via mouse movements can be regarded as either a supervised or an unsupervised learning problem. The choice depends on whether
public access to hosts is restricted or not. In a closed setting,
one can collect mouse data from all employees, and then,
apply a supervised learning algorithm to obtain a classifier
able to discriminate each employee from the others. The
drawback of this approach is all users’ mouse data must be
collected in order to perform the classification and even then
we may face the “non-uniform” class problem as the number
of classes (i.e., employees) grows large [16].
If collecting data from all individuals who have physical
access is not feasible, then re-authentication is best viewed
as an unsupervised learning problem. In this case, the mouse
data is collected for each individual user whose behavior we
are trying to model. During the user re-authentication process, a “normal” user’s profile, generated from the mouse
data during the training phase, is compared against a current user’s behavior. If there is a significant difference between the two, the current behavior is termed an “anomalous” profile. Unlike the supervised learning approach, we

4. AN EMPIRICAL EVALUATION
We begin this section with a brief description of the data
sources. We then describe our application of supervised
learning to form a discriminatory model for each user and
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(+). If the value is greater than sixty, the observation is
classified as class (-).
We chose to use the C5.0 (without boosting) decision tree
algorithm [29] – a widely used and tested implementation.
For details regarding the specifics of C5.0 the reader is referred to [29, 30]. Here we provide only the key aspects of
the algorithm related to decision tree estimation, particularly as it pertains to feature selection. The most important element of the decision tree estimation algorithm is the
method used to estimate splits at each internal node of the
tree. To do this, C5.0 uses a metric called the information gain ratio that measures the reduction in entropy in
the data produced by a split. In this framework, the test
at each node within a tree is selected based on splits of the
training data that maximize the reduction in entropy of the
descendant nodes. Using this criteria, the training data is
recursively split such that the gain ratio is maximized at
each node of the tree. This procedure continues until each
leaf node contains only examples of a single class or no gain
in information is given by further testing. The result is often
a very large, complex tree that overfits the training data. If
the training data contains errors, then overfitting the tree
to the data in this manner can lead to poor performance
on unseen data. Therefore, the tree must be pruned back to
reduce classification errors when data outside of the training
set are to be classified. To address this problem C5.0 uses
confidence-based pruning, and details can be found in [29].
When using the decision tree to classify unseen examples,
C5.0 supplies both a class label and a confidence value for its
prediction. The confidence value is a decimal number ranging from zero to one – one meaning the highest confidence
– and it is given for each instance.

Figure 2: Decision Tree for User #13.
report our experimental results. Our experiments are designed to determine whether mouse data provides sufficient
information with which to discriminate users.

4.1 Data Sources
We collected data from eighteen student volunteers who
agreed to run a data collection for the length of time it took
to collect 10,000 unique cursor locations. On average, users
took two hours to complete data collection (data collection
was a part of weekly assignment instructing students to view
the same set of web pages and hence it was designed not to
span over a longer time period). The volunteers had two
constraints placed upon them before commencing with the
data collection. They were instructed to use a Windows
machine and to run Internet Explorer. In fact, after extracting Internet Explorer data points from each user’s data
file, an average of 7,635 unique cursor locations remained
per file. We chose to look at the data from a single application because it increases the difficulty of our task if we
believe that users have different mouse behavior for different applications. Thus, the goal of our experiments is to
determine whether a user x when running an application M
(e.g., Internet Explorer) can be distinguished from the other
n-1 users running the same application.

4.3 Experimental Design and Results
For each user, we used the first two quarters of data for
training, the third quarter for parameter selection, and the
last quarter for testing. Recall that the parameter selection
data set is used to select the frequency value for each category and the window size for feature extraction. We chose
to search for the frequency values from the following candidate set: {1, 5, 10, 15, 20}. Our choice of values was based
on observations about the data. For example, mouse wheel
points are frequent (approximately 25 per second), whereas
single-click points are scarce (approximately one every five
to ten seconds). Larger frequency values generate a more
accurate profile when coupled with mouse wheel events and
smaller values are better for single click events. In our experiments we set the frequency value to be equal to one for
single and double clicks, and used the parameter data set
to select the frequency value for both the mouse movement
data and the remaining four event categories that minimizes
the false positive and false negative rates for the user.
Candidate values for the window size used during feature
selection were {100, 200, 400, 600, 800, 1000} data points. A
larger window size requires a longer time to either authenticate the user or identify an intruder. A maximum window
size of thousand data points ensures a maximum detection
time of approximately 1.6 minutes (without a smoothing
window) if the user moved the cursor and/or invoked mouse
events in this time period. If we assume a detection smoothing window of size m (see Section 3.3), then a window size
greater than thousand data points would be impractical, because an intruder can significantly jeopardize the data stored

4.2 Decision Tree Classifier
We chose to use decision trees because they provide a comprehensible representation of their classification decisions.
Although techniques such as boosting [11, 33] or support
vector machines [2] might obtain slightly higher classification accuracy, they require more computation during classification and further they obscure the decision making process.
A decision tree is a tree structure where each internal
node denotes a test on a feature, each branch indicates an
outcome of the test, and the leaf nodes represent class labels.
An example decision tree is shown in Figure 2. This tree
was generated by C5.0 for user #13. (Note that in the tree,
“+” represents the class “user” and “-” represents the class
“not user”. To classify an observation, the root node tests
the value of feature denoting a number of NC moves over a
window of 400 data points. If the outcome is less than 21,
the observation is given a label of class (-). If not, we descend
the right subtree and test the value for feature representing
the number of all mouse events in the window. If the value
is less than sixty, the observation is given a label of class
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UserID
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

1

2
0.0

3
18.4
0.0

4
41.3
1.2
11.7

5
0.0
0.0
0.0
0.0

6
38.2
0.0
18.6
0.0
0.0

7
1.4
0.0
0.0
0.0
0.0
1.4

8
0.0
0.0
0.0
0.0
0.0
0.0
0.0

9
1.3
0.0
17.8
0.0
0.0
0.0
30.7
0.0

10
0.0
0.0
5.1
0.0
0.0
0.0
0.0
0.0
50.7

11
49.4
28.8
11.7
0.0
0.0
0.0
41.1
0.0
0.0
0.0

12
53
13.6
22.9
23.8
0.0
26.6
1.3
0.0
21.2
33.7
37.5

13
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

14
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

15
43.2
14.5
21.6
0.0
0.0
44.4
0.0
0.0
8.9
0.0
10.4
19.8
0.0
0.0

16
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

17
1.2
0.0
14.6
0.0
0.0
1.2
0.0
0.0
9.3
0.0
0.0
17
0.0
0.0
0.0
0.0

18
48
0.0
36.7
13.4
0.0
49.3
0.0
0.0
17.1
0.0
6.6
17.4
0.0
0.0
33.3
0.0
9.3

Table 1: Error rate for each pair of users.
discriminatory model for user x from this data. In Figure 3
we show the false positive and false negative rates for each
user on the testing data without a smoothing window. In
other words, for a particular user x, the false positive rate
is the percentage of user x’s data points in the testing data
that are labeled as intruder and the false negative rate is
the percentage of the intruder data points labeled as x (the
valid user).
The average false negative rate across all 18 users is 3.06%,
which one can argue is acceptably low. However, the false
positive rate for many users is unacceptably high (the average is 27.5%). A closer examination of the users’ whose
false positive rate was higher than 10%, revealed that these
users rarely generated mouse events. Indeed, these users
rarely generated mouse clicks of any kind (i.e., single, double, left, right or middle). Only 1.2% of these users’ data
files was mouse clicks data. Our hypothesis is that these
users spent time reading what they were viewing on Internet
Explorer (the 18 volunteers were students in an undergraduate security class assigned to read about various recent attacks, hence all 18 were viewing the same web pages). The
net effect is that all of these users look remarkably similar to one another. This points out that clearly a user reauthentication system based on mouse movements can only
be applied to users who both utilize the mouse and move the
cursor. Note that if an intruder tries to escape detection by
not using the mouse and the valid user is one who uses the
mouse, our approach will flag an anomaly. The difficulty
arises when the valid user does NOT use the mouse and neither does the intruder. Because of these observations we do
not report results for users #1, #2, #3, #6, #9, #17 and
#18 for the remainder of our experiments. Note that their
data is still used to help form the intruder portion of the
training data.

on a computer system in a period of time greater than m∗1.6
minutes.
To find the best set of parameter values, we search over all
combinations. For each set of candidate parameter values we
extract the features from the raw data to create a parameterspecific dataset. We then run the supervised learning algorithm to construct a classifier that we then evaluate on the
parameter evaluation data. We do this for every combination of parameter settings, resulting in 162 candidate sets.
To evaluate whether a smoothing window can lower the
false alarm rate, we applied a smoothing filter. To this end,
after we selected the set of parameters for constructing the
features, we then search over possible values for m and t.
Our candidate values for m were {1, 3, 5, 7, 9, 11}. A larger
value of m implies both, higher accuracy and a longer detection time. Consequently, we decided not to exceed m = 11.
We chose the value that optimizes performance on our parameter selection data set.

4.3.1 Pair-Wise Discrimination:
Our first experiment was designed to evaluate the difference in behavior between each pair of users. The results of
this experiment are shown in Table 1. Table 1 reveals that
there is a substantial variation among different pair-wise results per user. For example, the error generated between
user #6 and user #18 is 49.3%, but the error generated between user #6 and user #8 is 0%. This is due to the fact that
both user #6 and user #18 have very few mouse movements
and it is therefore difficult to distinguish them from one another. On the other hand, user #8 has many mouse movements that differentiate him/her from other users. Clearly
some users will be more similar to one another. What is
striking however is that many pairs of users can be completely discriminated from one another.

4.3.3 Smoothing Filter:

4.3.2 Anomaly Detection:

Our third experiment evaluates the effect of the smoothing
window on detection accuracy (shown in Figure 4). These
results are obtained for the remaining eleven users. The
effect of the smoothing window is rather remarkable. The
average false positive rate is 0.43% and the average false

Our second experiment was designed to determine whether
user x could be distinguished from the other n-1 users. For
each user x, we create a supervised dataset in which user
x’s data points are labeled as normal and the remaining n1 user data sets are labeled as intruders. We then built a
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Figure 3: Anomaly detection results for all 18 users.

Figure 4: Smoothing filter results for 11 users.
anomaly if the user’s normal behavior involves frequent mouse
movements. Expert users accustomed to a frequent use of
keyboard keys as a navigational tool through their computer
system can evade detection at this time. Our future goal is
to expand our data set by including the API events generated as a result of a keyboard-aided navigation. We will
also investigate whether a clever attacker who models the
statistics of mouse movements of a trusted user could use
these to construct a session where he/she could successfully
masquerade as the authorized user.

negative rate is 1.75%. Six of the eleven users have 0% false
positive and 0% false negative rate. Only user #15 displays
a significant increase in the false negative rate, which rose
from 4.37% in the previous experiment to 13.98% in this
experiment (this user’s false positive rate did not change).
Upon a closer examination of the C5.0 decision tree generated for this user, we discovered that all of the features
in the tree were derived from the cursor movements. No
feature tested was derived from mouse events even though
the user’s data set contained a significant number of mouse
event data points. Consequently, instead of decreasing the
number of false negative instances the smoothing filter increased it when attempting to distinguish user #15 from
those seven users whose data sets contain few mouse events.
The addition of the smoothing filter has improved our results while causing negligible impact on the performance and
efficiency of the approach. Considering the cumulative results of our third experiment one could clearly argue that
user re-authentication system via mouse movements has a
potential to be deployed in a real-world setting.
Table 2 shows the empirically-obtained values for the parameter settings for each of the users. Specifically we show
the feature extraction window size in row 1, and the best
choice for the smoothing window parameters, m and t, in
rows 2 and 3. Note that t is shown as a percentage of the
window size, m.

5.

6. CONCLUSIONS
In this paper we presented a method to detect anomalous
behavior using the current user’s mouse movements. For
users who utilized the mouse we obtain an average false positive rate of 0.43% and false negative rate of 1.75%. Clearly
for users who do not use the mouse, this method will fail to
detect an intruder. However, the promising results of this
initial exploration point toward the need for more work in
this area.
Our future work will address the conjecture that we need
to learn a model for each combination of user and application. Related to this, model scalability to a large number
of users and applications may become an issue. In addition, we are currently in the process of collecting a much
larger scale dataset. Our next research direction will be to
determine how best to apply unsupervised learning to this
problem and how to incorporate the results from different
sources of user behavioral data such as keystroke dynamics
and user commands.

SUBVERTING CLASSIFICATION

Replay attacks have been shown to be a vulnerability for
biometric authentication devices [38] and for some anomalybased IDS [40]. In future work we will investigate whether
replay attacks can be used to avoid detection of user reauthentication systems. We conjecture that it is virtually
impossible to construct a useful replay attack with mouse
data, but that the opposite is true of keyboard dynamics
and user-command sequences.
Clearly to avoid mouse detection an attacker can avoid
using the mouse, but this in itself can be regarded as an
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